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Abstract

When multiple people share a smart device in an environment, it is very important to incorporate
authentication and authorization mechanisms to reduce the risk of credential information leakage in
applications such as Internet shopping. We have developed a system that allows smart device
administrators to set access control for applications by registering access control conditions expressed
in logical expressions [1]. To use this system, device administrators need to create access control
conditions as logical expressions based on function specifications. Device administrators are not
necessarily programmers, and the system is intended for people who have not studied programming,
and device administrators do not necessarily have sufficient IT skills to create logical expressions
appropriately. This study provides assistance in creating logical expressions so that device
administrators who are not familiar with creating logical expressions can configure access control
settings. By supporting device administrators in terms of difficulty, accuracy, and creation time, we
aim to eliminate the lack of IT skills among device administrators and promote the safe shared use of
smart devices.

We focused on chatbots as a method to support the creation of logical expressions [2]. Chatbots play
the role of creating appropriate logical expressions and explaining the current state of logical
expressions through dialogue with device administrators. The device administrator does not need to
convert between the logical expressions and natural language, and the logical expressions is created
by obtaining the necessary information in the dialogue with the chatbot.

We conducted a comparative evaluation of the method of creating logical expressions by oneself
(conventional method) and the method using a chatbot (proposed method) on 50 university students
studying Information Science. The methods were divided into two groups according to the order in
which they were implemented. Group A was conducted in the order of conventional method —
proposed method, while Group B was conducted in the order of proposed method — conventional
method. Regarding the difficulty level of setting up access control using chatbots, 76% of the
respondents answered that they found it easier than the conventional method. The difficulty level of
setting up access control using chatbots i1s low, and it is considered to be easy to use even for
inexperienced programmers. The percentage of correct answers for creating logical expressions using
the proposed method was higher than that of the conventional method for all respondents (24.0% —
70.0%). It was also confirmed that the proposed method reduced the time required to create logical
expressions. On the other hand, the user experience of the chatbot needs improvement.

Compared to the conventional method, which requires manual creation of logical expressions by
referring to a function list, the proposed method is intuitive, easy to understand, and accurate even
for administrators who are not familiar with programming. The proposed method also allows quick

setting of access control conditions, taking into account time constraints.
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3.2.1 Amazon Lex
Amazon Lex I%, Amazon Web Services (AWS) 232t 32 49— 2 0—>T, BWMEE ZIEH L TR
BMo7 7V r—vaveFyy bRy F2EET 220077 v 7+ —L4Th %[11]. Amazon Lex I3,
HAR S EE8f# (NLU: Natural Language Understanding) = v ¥ v Z#E#i L TH Y, 2 —HFDOFHKSEPL A%
B L T WBICE T2, itk ), 2—FLoifr L Y HATHRN A D DICT 5 2 L AH[EET
H5. TFAIR=ZDF v v FGFEPHERR—ZADNFFEDA v 2 —7 = — AHHIHTE 2. Amazon Lex
THEEL 72Ky NI, Web 77V 7 —va v, EXAATTY, Ave—I v 7Ty b 74—4, A<
— A=A ECHRAMETH S, Fr v bRy F OBIFKE X, Amazon Lex ZflH L CTHBE D H 2 £
LAVTVERRARY P KA VTV DIREBERZERT 5.
AvFv b (Intent) : Z—FBETLIZVRFEDT 7 v a v LHNERT., 2 —FBEEoH T
Wz WESRPIRE IS T 5. HlxE, TRSMOBER], [HMRoBAl, [FERoMER] &L
vFVLollTh B, BIRFIZINLDAL VTV FEBERICERL, FRICHESHTHEEOER Y
Xat$ 5.
Z2my b (Slot) : 4 v 7 v FCBEMN T SN EREBET 272007 A =% A VTV FRET
7y avReHNERTOIKL, 2Auy bRZOT 7y a Ve HNICLERBAN T — 2 #15E
5. BlziE, Eath, AR GhErRuey Mok,
I—HFEDOXEEDOHENTIE, MTDX T uexnHETs. 3, 2—FBEoh Mz ESE)
EL T2 %BfEd 2729012, Amazon Lex IFHASEHEUHE ZHEH L C2—VFORS 2RI 5. R
INEHKEDPSH, =P EZLIzvDd, 0T 7y avLHNBEUYT 2002 EL, Mt 54
VIV IERET S A VTV IRRESNED, 204 v T v PCREREREIET 2 20IcAm
FEME T 5. 2SR L BN T -2 AR ny MCkIIE NS, A v Ty R Zm oy b
INFH, TNICHESWTHIGT 2T 7Y a3 vRUUEZETT 2. Hlz21E, BAOEARBAZIEET 2
BETHD. 2L, T7vavDFRTREIGEDIERICOWTIE, Lambda BI% &S L Tw 23541
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Amazon lex

\ ambca

7 Amazon Lex D —H L DOWFE7 otk 2
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3.2.2 AWS Lambda (Lambda BE%0)
Amazon Lex @ Xy 7 T v FTid Lambda BAA B TH b, FEREOER LT — X2 N — 2 DU % 1T
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3.2.3 Amazon DynamoDB

Amazon DynamoDB (%, AWS 234232 7 v~ 4 — F72 NoSQL(/ ¥ U L —¥ 3 F v % 72 1% Not Only
SQL) F— X R—ZAF— L R THB[12]. NoSQL 7 — X _— 2%, F¥axv MgH, $—H, /777
—RAR—=2 Y, IFIFERT —RXETALCHEICFHIL L 285 %23, DynamoDB O 7 — X €7 )L
Tlt, FT7ATLBEF—IC Lo TRHEIND X —ERIDOT — 2= TH 2. M9ICRT LS, ¥
— X Partition Key & Sort Key 2> Sk & 415, Partition Key 137 4 7 2 D4 EUCfEH & 4, Sort Key (¥
=74 avNTTAT LY — 350 iflENng. TF—LUID Attribute 13 Item [ TAHi T
b, Lambda AN CE X —218ET 22 L TTF — 2 X—XDEEZITH T LA TE, AWS D&
Y — R e DBEREG O L 7.

. E£*— (Primary Key) Attribute

Dynamo DB Partition Key Sort Key

ID0001 1 Keyl:Valuel Key2:Value3
Item ID0001 2 Keyl:Value2
ID0002 1 Key2:Valued

9 Dynamo DB Df1#H7»

3.2.4 Slack

Slack (T €Y ARAMIDIAI2a=F—va VT Iy 7x—L7T, F—LPMBEBAY -V IPT
TANBEEIT 0Dy =L TH S, Slack T Amazon Lex ZHHL TRy F KL, 2—¥F LD
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H—E2 TS 2

JEE—E & HRE L Zn A E RIS L TRt % <

Zw v |k {group}, {attribute}?3% %> Tnizbt v a V@i
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T RAR—=Z2H LBEBIEREIG L CERT 2. 2720, 77V 75—y a2 vVIEEOLFRERIICT 7Y
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ek By B R 2 FR T 2 7B IC BT pRE VI, [EREe LTz L Twian] 28 11 ATl
b% <, [BABOME - B RIC X 2RE ] 256 A, [EREEE 7O Mk - AR IC X 2 R
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Ens, HEOHMARICEZMEN] 2L T0w27 ADI b 6 ABEIN-720, RETHOE
BHLMENE VWZ DS, T/, [HEOMHMARICLZME ] ZL TS ADI b 4 ADRES N
20, ZOMENDIREFIEDVRLED 2E L WE S, — 5T, [@wEe LTHZLTwAav] [
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5.3.8 £ Al IC X 2 imHE X o wiEfl

Fry bRy P EHOEGETE, TERREASERLEIND. ERE>7-HE 24K ALICK > T
W Ic BT E 2002 L7, AR ALIZ ChatGPT[14] D N— 2 v 35 AL 72, 53 -
ZaR oG & ik omi, 2 L (R z AT IioR 3
R 1 RICEZHRERZ TR AL EE L 2880 2 P L TRoE AT IcE L T 2 & 0,
Ze A B = - (Auth("RIAE", "F9E%E B", "B E") ) or (Auth("FIFHE", "F5E% B", "£4") and Apps(2)
< 10000 ) or (Auth("FIFZE", "#F7c=E B", "#4£") and Appp (2) > 10000 and Auth("&ZEE", "FFE= B", "
#E")
Zetateam PR o (Auth("FIFE", "WF9E%E B", "®E")) or ((Auth("FIFZE", "WF9E%E B", "“£4") and Apps (2)
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< 10000) or (Auth("FIHZE", "#FFEE B", "#E") and Apps (2) > 10000 and Auth("#&FEE", "WHFL= B", "
#wH")))
B 1 ONEL T TG ORE(LATE 2D oD TUTOHFR 2 ZBML RS TDo X 5 ic
5.
B2t URGREMECEBE L 27 OHIBRIL, UTor—n%d LicfToTL 2w,

n—n1 Z#iE; (Aand B) or (Aand C) Z¥at%: (A and (Bor C))

n—n 2 ZHE; (AorB)or (AorC) Z#i% (AorBorC)

n—n3 ZHiET (AorB)and (AorC) Z#i% (AorBorQC)
ZE M piEm B - (Auth("RIFE", "WF9E B", "®E") ) or (Auth("FIFHE", "WF5E= B", "4¢4:") and Apps (2)
< 10000 ) or (Auth("FIHZE", "#7EE B", "#4") and Apps (2) > 10000 and Auth("&ZE&", "= B", "
#E")
Ztttam PR« Auth("FIFE", "IF9E= B", "#E") or (Auth("FIHZE", "WF7EE B", "#/E") and (Apps (2)
< 10000 or (Apps (2) > 10000 and Auth("Z&ZEE", "WF7e5E B", "#E"))))
R 2 %8N 5 2 L OB RICEN T 2 LA TER, 13HD 3 DomBR AL 2254
b FEBRICHREL T 72, B L Z2imBE 2 S8k 3 2 BRI 2 oA 2 Y A3 Z & Ciml X o fmod il
DIR[REIC 7R 5.
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HRMERBE I DZL IO W T Ol ZBEf LT 3

GBHEICK B2 —F DT 7 2#lill 2 % \EIREICB T 5 2= — b T4 RIS BIAR T2 o 7228, B
TED B ORGEE D N OFANEFIRETH 5 —77, H ANBORIEICHEZ v 2w filfnd v ©&
Bhot. Stk SRRAORESHELZL, 2= 7Ly F ) —ARIAESAHEICR Y, T4 ZEH
EDRT 7w AGHGZEERECTE 2 A L HAADE L L THAERMO R~ — 74 ZDFH2 X
D —JEILKT 57259,



20242 H6 R

AT

RSB DOIRBRFERA T 4 THERICE v ¥ — PRI HBICL, 2K THE - ZWH Azl £
L7c. DEYVEHHEL LT ET.

IRBRFERA T ¢ 7 BEWIC T o F — RS MUEBER, # BB L E LT, 5]
(A VTR EDOBIZZ  OBF Z#THMN - LE Lz, DRV EGHH L EFET.
IRESKFNEGRA T 4 7 HEN I ® v & —i iz, FEEIENA, BRI —BhE, THERAH T,
FRRE — BEFHEA IR BRI BN E LT, PRI —T 4 7 ICBWN T O EZTEB V- LE
L7z, DXYVEHBL EFET.

RIFE B O JRG R PIE R R 1L, BRI P IBRRFIC S L T2 & £ Lz, ORI
BB L BT ET.

AL S A, PHECEE A, RESZKIAZITICOMREOE S AIZIE, HFZEIEENEE L TRV
EIEE, fMOERICOH AL WS E Lz, DX VEGHR L EFET.

AR H 72 0, ERBHEROFMEDOE S AL T E W2  E Lz, DR VSR L BT E
7.

#%IZ, FRxRE T A THWERRIZO RV EHP L L ET.



2 NEF| HER B D A~— FT 3 ZIEH O 728 OFHELRAERR 2

23 3k

[1] SfGRt, PFEEXM, PERE S, “ER 7 v A X v F OFRGEETTHRE % m L 3~ 2 450 o~ = 7 4
DT, 4 v & —* v b EEHEA (I0T) Vol.2022-10T-58, No.6, 1-7, 2022.

[2] Tomoya Takahashi, Yuko Murakami, Hidenobu Watanabe and Kouji Nishimura. Logical
Expression Tutoring System for Controlling Smart Devices in Multi-User Environments.
Proceedings of the 31st International Conference on Computers in Education. 926-928, 2023

[3] Karen E.I. The Impact of Educational Technology on Student Achievement: Assessment of and for
Learning. Science Educator, 15(1), 13-20, 2006

[4] HIEEZSE, FTIRER, PERREIE, RS, “GmEEREE T iH o 72 o O FEMEOT”, HARE
HE AR, Vol.28, No.7, 49-52, 2018.

[5] ##E, D4 FEiEH AR FHE ORI,
https://www.soumu.go.jp/johotsusintokei/statistics/data/230529_1.pdf (% 2024-01-25)

(6] {EEIc b KR HETHH 2 2, Android O~V AL FL—F TR~ — b+ AR HFIH%,
https://www.android.com/intl/ja_jp/articles/54/(ZH8 2024-01-25)

[7] Amazon 1 A X~ —H%—¥ X, Alexa 70 7 4 — )L & (3 TF 2?2, https://arcus-
www.amazon.co.jp/gp/help/customer/display.html?nodeld=GLE4EVA2VLDRQDLC(Z# 2024-01-25)
[8] Nicole M, Dilara K, & Kami V. Owning and Sharing: Privacy Perceptions of Smart Speaker Users.
Proceedings of the ACM on Human-Computer Interaction, 5(CSCW1), 1-29, 2021

(9] 3 F1Z, KH FE, XACML Z w7zl — o fAFE & ARSI 1) 2 AEIFREE
HIRDOEB", HFFeMEHE FE KB EH s 27 4 (CLE) , Vol.2018-CLE-25, No.7, 1-8, 2018
[10] Y& I, &I 2=, AR 2 ERE L 2o B AEER ) A2 D ich3 27 7« 24l
AT LDORE", WFRMEHE P E RS 27 4 (CLE) , Vol.2020-CLE-30, No.4, 1-8, 2020
[11]JAWS, Amazon Lex (Alexa L [HIU7 7 /v Y 2 FHLZR560A v 2 —T7 2 —R) ,
https://aws.amazon.com/jp/lex/(ZHf 2024-01-25)

[12]AWS, Amazon DynamoDB & (% (=4 — F NoSQL 7 —4~x—=%) ,
https://aws.amazon.com/jp/dynamodb/ (Z# 2024-01-25)

[13] & Brz, M 247, 9H WK A8 W KHE O, 20 #h—88, NEEe Ry b oIGKH &
SOGIEEIERFIC 351 2 G OIR, HAw R v b 2ER5E, Vol.27, No.1, 87-95, 2009.

[14] ChatGPT (openai.com), https://openai.com/chatgpt(Zi# 2024-01-25)

FRFARIE

1) EiEaAt, RS, PERNEG T, “EAET v A X v+ OREEER I RE & m AL T 2 AR o R T 2
DR, 4 v & —3 v b EEBFEM JOT) Vol.2022-10T-58, No.6, 1-7, 2022.

2) Tomoya Takahashi, Yuko Murakami, Hidenobu Watanabe and Kouji Nishimura. Logical Expression
Tutoring System for Controlling Smart Devices in Multi-User Environments. Proceedings of the 31st

International Conference on Computers in Education. 926-928, 2023



202442 H6 H

4

Al FHERERTF v v PRy b EHEFIE

0. AWSTH 7Y L SlackAPI DT Ay v F&2IEK AT v 2D7 —27 22— 2 {ERK
1. AWS =2 ¥ Y — LT dynamo DB % JE&iR

1.1 [7—=7NEER] %&R

12 FEOT—TNY - "—F—vavF—4 -V —rx—HEAN

13 7—IAHRERTRCT 7L ObDEMEAL [7—7VDIER] %R

2. AWS 22 ¥ Y — LT amazon lex % %R

21 [y P 2R %8R

22 [ZEZDRy F%&EK] %R

23 fEEOKRy M4 - BiHE A

241AM 7 7 2 ZAFFA[IET 7 40 F Db D EfEH

2.5 COPPA 13\ 2 % 58iR

26 £y a a4 LT 10 DICERE

27 SEEFHAGEZFREL [5E7) Z&ER

28 KI3ormy P —Ex b LicTXTDRE v b ZFK

29 K204 vF vt —EuxdbLicdXTof T v b EFR

210 A4 v T v rDa—F7y 747 v av%on i

211 K11 oF vy bRy bo7e—-KEX 2 D4 v7 v b 4—EE2D LKA v T v F DREER
ZVERK T %. [X 25 I Loginintent D{RAEEF % /R 3. Start—code hook— Get slot value—Go to Intent D JIE
IC271F %, Goto Intent DFTIEIZK 11 © 7 v —X% b LI, Get slot value ICDWTIEX 2 - X3 DA
vrFvbezRuy boOFHED LICEKT 5. % Getslot value THS L7727 —Z i3ty avT Y
va— FERICEHL TE L.

M Start

[EAPLE)

O ]

® ©
Get slot value: D

)
(3 Get slot value: PASSWORD

ERRIDEIALE. JRT— EEAAL...

E o 14
Go to intent
Intent: SelectAppintent
Success Success [ S
o
O B
7 Code hook Faurg Failure [ I

€D Invoke Lambda

bf

Success e —

Failure @

Timeout L

25 LoginIntent DR AEEF (X
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212 &Tozrv Y b« 4TV FEREMRLES [Build) %ER

213 A=a—0 [Fy toN=Yav] b [N=va voFR] &R, ROHEHBIIZTTT 7+
LD DEMHATS.

214 A=a2—077aAnb (24 VT R] ZER LA YT AZERT 5. 213 TIER L 72N —
= v RBHANT 5. [Lambda BIE - A 7> a v ] 133 CERT 2 D% EIRT 2

215 A=a2—077u {26 [Fx 2 fitr] ZERL Slack &#EH#EFT 2. 4 CHMICEHIAT 5.

3. AWS =¥ Y —)L T Lambda % &R

3.1 BABDERK Z2 3 #& IR

32 HFEOBBLE AL, 724 LDHD5RHTD Python % &R
33 Mty P T —F 727 F v (I x86_64 &iE

3.4 T 7k AT T — 2 R — 2 & B

35A2 DffEkD Y — 23— F %[

36 7T —2_X—2AH% 1 TR L7 T — X _XR—A{ICLH

4. Slack APl T Create App % i#EiR

4.1 TCreate New App| % iR

4.2 From Scratch Z:# IR LEEO T 7V %% AT

4.3Slack D7 — 27 A= 2 &R (7 — 7 A= A3 2 I EIFAER)

4.4 [Building Apps for Slack | TEK

45 7 74TV FIDIZ FAT v by =2 Ly MEGE =2 v RS

4.6 Amazonlex DF ¥ A NEED T 7 v b 7 4 — LT Slack %:&W, 45 CTHIFL~=2 747~ b IDIZ
FATV I =2 VLy MBEREN—2 VR AT 5.

47 a—noNy 7 URL @ 2 D% HifS

48 A7y 7 APIDOY 72X+ URL: Y¥ =2 b URLIC 47 CTHHEL/A22D URL & AT
49 Ky b F =27 v 2a—7C [chatwrite] & [team:read]| % B

4.10 [Subscribe to bot events] i [message.im] % B

4.11 Manage Distribution "C Add to Slack % &R

A2, G ARy A7 LY —Rxa—F (IX 10 ® AccessControlSettingBot_Jp (Python3.12))

import json

import boto3

from boto3.dynamodb.conditions import Key
import time

XXX [T —AR—RZERA
dynamodb = boto3.resource('dynamodb’)
table = dynamodb.Table("XXX")

#DB M o/N\—T—230F —&Y— X —FHEELTT—2FWF
def DB_get(partitionKey,sortKey):
getitem = table.get_item(
Key={
'P_key'": partitionKey,
'S_key’: sortKey
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1
)
return getitem
#DB IZT—R% &S
def DB_put(item):

table.put_item(Item=item)
return True

#RAA LRATHEDITD (RREERA)
def TimeStamp_put(data,status):

nowtime = int(time.time())
data[“TimeStamp”“].append({” Time”:nowtime,” Status”:status})
return data

#Slot 59 KOITR T (BN ZEHMICE LS E-LMGR)

def elicit_slot_card(slot_to_elicit, messagelist, intent_name, slots):

return {
‘messages’: messagelist,
'sessionState’{
"dialogAction’: {
"type’”: 'ElicitSlot’,
| 'slotToElicit’: slot_to_elicit,

"intent’{
'name’: intent_name,
'slots’: slots,

'state’: 'InProgress’

}
#Slot ZEET KOITAR T GEIRFRILERAY, Amazon Lex [ZHE3)

def elicit_slot_default(slot_to_elicit, intent_name, slots):

return {
'sessionState’:{
"dialogAction’: {
"type’: 'ElicitSlot’,
'slotToElicit’: slot_to_elicit,

}

"intent’d
‘name’: intent_name,
'slots’: slots,

'state’: 'InProgress’

}
#Slot 59 LOICR T (vl avEHE M)

def elicit_slot_sessionAttrib(slot_to_elicit, intent_name, slots,sessionAttributes):

return {
'sessionState’{
"dialogAction’: {
"type’: 'ElicitSlot’,
'slotToElicit’: slot_to_elicit,

}

"intent’d
'name’: intent_name,
‘slots’: slots,

'state’: 'InProgress’

'sessionAttributes’:sessionAttributes
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*¥RDEY AV ITEE T H(EBIIL Amazon Lex [ZHED)
def next_session(intent_name,slots,sessionAttributes):
return {
“sessionState”: {
"dialogAction’: {
'type’: '‘Delegate’

"intent’:{
'name’: intent_name,
'slots’: slots,
'state’: 'InProgress’

}

'sessionAttributes’:sessionAttributes

}
HRERERTSED

def close_Fulfilled(messagelist, intent_name, slots):
return {
‘messages’: messagelist,
“sessionState”: {
"dialogAction’: {
"type”: 'Close’,

"intent’d
'name’: intent_name,
'slots’: slots,
‘state”: “Fulfilled”

}
#m B IERL (RRFICH=9 &M

def create_logical_expression(sessionAttributes):
if “LE” in sessionAttributes:
LE = sessionAttributes[“LE"]
else:
LE = “Auth(¥”" FIFAEY ¥.¥ group¥” ¥ attribute¥”)”
if “group” in sessionAttributes:
LE.replace(”group”,sessionAttributes[”group™])
LE.replace(”attribute” sessionAttributes[”attribute”])
del sessionAttributes[”group”]
del sessionAttributes[” attribute”]
if “conditionName” in sessionAttributes:
LE2 = “and (“+sessionAttributes[” £ IRAI" " BAEE"]+")”
if “condition1 LE” in sessionAttributes:
LE2.replace("5|% 17 sessionAttributes[” condition1_LE™])
del sessionAttributes[”condition1 LE”]
if “condition2 LE” in sessionAttributes:
LE2.replace(" 5% 2” sessionAttributes[” condition2_LE"])
del sessionAttributes[” condition2 LE”]
if “condition3_LE” in sessionAttributes:
LE2.replace(" 5%k 3" sessionAttributes[” condition3_LE"])
del sessionAttributes[” condition3_LE"]
del sessionAttributes[” conditionName™]
LE=LE+ " and ” + LE2
sessionAttributes["LE”] = LE
return LE

#HRIEBEXER (or TORTFREBNLEHEXDETE)
def create_logical_expression2(sessionAttributes,Device_datalist):
i = sessionAttributes[" 7 YR LEE"]
Device_datalist[” 7 1) & 1) A1l 52 Ak “1=Device_datalist[" 7 1) &) AR "101" sk = “1[0]
for j in len(Device_datalist[" 7 71) & ) AR "1 HEER"1):
Device_datalist[” 7 1) &) A r"101L" 52 AL “1=Device datalist(" 7 7)) &) Ar"101" 521+ or
“+Device_datalist[" 7 1) &) AR LI Se Ak 1[+1]

return Device_datalist
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#EREEIER
def create_condition(sessionAttributes):
if “cond” in sessionAttributes:
cond = sessionAttributes[“cond”]
else:
cond =
if “group” in sessionAttributes:
if sessionAttributes[”group”] == “$gE LV
if sessionAttributes[”attribute”] == “$g§ELARLV":
cond=cond +"£8 ”
else:
cond = cond +" &4 JL—T D" +sessionAttributes[”attribute” ]+

a

a

else:
if sessionAttributes[”attribute”] == "8 LLRLN:
cond = cond +sessionAttributes[“group” T+ D€ 8 ”
else:
cond = cond +sessionAttributes[”group”]+” M “+sessionAttributes[ attribute ]+
del sessionAttributes[”group”]
del sessionAttributes[”attribute”]
if “conditionName” in sessionAttributes:
cond?2 = sessionAttributes[” £ R FRAI" "B R EE”
if “condition1_cond” in sessionAttributes:
cond2.replace(” 5|4 17 sessionAttributes[” condition1_cond”])
del sessionAttributes[” condition1_cond”]
if “condition2” in sessionAttributes:
cond2.replace(” 54§ 2" sessionAttributes[” condition2_cond”])
del sessionAttributes[” condition2_cond”]
if “condition3” in sessionAttributes:
cond2.replace(” 5|4 3" sessionAttributes[” condition3_cond”])
del sessionAttributes[” condition3_cond”]
cond = cond + cond2
del sessionAttributes[” conditionName”]
sessionAttributes[“cond”] = cond
return cond

def LoginIntent(intent_request):
intent_name = intent_request['sessionState’]['intent’]['name’]
slots = intent_request['sessionState]['intent’]['slots’]
sessionld = intent_request['sessionld’]
sessionAttributes = intent_request['sessionState’]['sessionAttributes’]

#EEE ID /<
if slots['ID"] is None:
nowtime = int(time.time())
item = {
“P key”: sessionld,
”S key”: sessionld,
“TimeStamp”:[{" Time”:nowtime,” Status”:" & I2& ID"]]

}
DB_put(item)
return elicit_slot_default(ID’,intent_name, slots)

#PASSWORD %<
elif slots'PASSWORD’] is None:
data = DB_get(sessionld,sessionld)[“Item”]
data = TimeStamp_put(data,”PASSWORD")
DB_put(data)
return elicit_slot_default(PASSWORD’ intent_name, slots)

#ARRIZCZTEEE D ID,PASSWORD ZHRELILEREE T D REFN, SEINDEETIEERK

HRDIKE~ER
else:

ID = slots['ID']['value']['originalValue']
sessionAttributes['ID] = ID
data = DB_get(sessionld,sessionld)[“Item”]
try:

predata = DB_get(ID,ID)[“Item”]
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data[ TimeStamp”]=predatal” TimeStamp” ]+data[” TimeStamp”]
except:

orint(” T5—")
finally:
item = {

“P key”: ID,

“S key”: ID,

“TimeStamp“:datal” TimeStamp”]
}
DB_put(item)

return next_session(intent_name, slots, sessionAttributes)

def SelectApplntent(intent_request):
intent_name = intent_request['sessionState']['intent’]['name’]
slots = intent_request['sessionState]['intent’]['slots’]
sessionAttributes = intent_request['sessionState’]['sessionAttributes’]
ID = sessionAttributes['ID’]
data = DB _get(ID,ID)[“Ttem”]
Device_data = DB_get(" 7 /54 X I1&E#R”,ID)[“Item”]
#7 ) B EBKEREIZITTTVERO T TRV ADAEFZEB D7 T hEREK)
if slots['App_name’] is None:
for i in range(len(Device data[" 7 T & " X KL"1):
butto{nlist.append(

“text”:Device_data[" 7L AN 7TI4&"],
“value”;i

}
buttonlist.append(
{
“text” EHHEERT TS,

value”:"§&T
]
)
title = "EDTTIDT I ERAHIEEHERELEITH
message={
“contentType”: “ImageResponseCard”,
“imageResponseCard”: {
“title”: title,
“buttons”; buttonlist

}

messageslist=[]
messageslist.append(message)
return elicit_slot_sessionAttrib( App_name’, intent_name, slots,sessionAttributes)

HRDIKE~NEBT D

else:
i=slots['App_name']['value']['originalValue']
data = TimeStamp_put(data,Device datalil[" 7 1) & "1+ EIR")
DB_put(data)
sessionAttributes[” 7YY ARE B "] =i
sessionAttributes[” 7 1) ID”] = Device datalil[" 771 ID"]
sessionAttributes[” 7 71J4%& "] = Device_data[il[" 77 & "]

return next_session(intent_name, slots, sessionAttributes)

def NextIntent(intent_request):
intent_name = intent_request['sessionState’]['intent’]['name’]
slots = intent_request['sessionState][intent]['slots’]
sessionAttributes = intent_request['sessionState’]['sessionAttributes’]
ID = sessionAttributes['ID"]
data = DB_get(ID,ID)[“Item”]
#DOEDATYITEREK
if slots['NextStep'] is None:
#(EHREE)
if data[“List”] is None:
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messageslist = [

“content”: "IRTE, "T’\'C(Dﬂﬁﬁﬁ'l TOERIERIABHYEEA. TIL—T, B, &

DIETH EL’CTO'&Z*EBE’H‘J‘L‘}L’CO‘_E"L\
| “contentType”: “PlainText”

]

messageslist.append(

“contentType”: "lmageResponseCard",
"imageResponseCard

{
“title”: XO)XT“J?QE ERLTESLY,
“buttons”: [

{
“text”: x{q-_;_,: BINY 3",

”
value”:

“text”: "X‘IEF SEERT T,
“value”: "#8T”

}

#(EHE Ezﬁ)
else:
messageslist = [

“content”: ﬁﬁo)%#(iu-lzo);ﬂ:?ﬁiﬁfb‘i?—-
“contentType”: “PlainText”

}

]

i = sessionAttributes[" 7YY AREE"] .

for x in Device_datalist" 7 )& AN "BRSE"]:
messageslist.append(

“content”: x,
contentType : PlainText

}
)
messageslist.append(

“contentType”: “ImageResponseCard”,
“imageResponseCard”: {

Ttitle”: " 5Lk I

“buttons”: [

“text”: "“‘FF’E BiNg 5",

“value”:

Ztext":ﬂ"%‘ftl:’&"ﬁu B9 D",
value”: “HIIBg

“text”: "EHBREERT I,
“value™: %ZT

}
)

return elicit_slot_card('NextStep’,messageslist, intent_name, slots)

HRDIKE~NEBLT D
else:
next = slots['NextStep']['value'l['originalValue']
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data = TimeStamp_put(data,next)
DB_put(data)
if(slots['NextStep']['value'][’ originalValue' ="#87"):
Device datalist = DB _get(" 7 /31 R1&#R” ID)[“Item”]
Device_datalist = create_logical_expression2(sessionAttributes,Device_datalist)
App_item = {
“Pkey”: "TINA RIEER”,
“S key”: ID,
7 F1) & 1) X" Device_datalist” 7 F1J&) AT,
"5 )L—1) Ak"Device datalist[" 4" JL—TJ XKL,
| "B A" :Device_datalist[" B! AR"]
DB_put(App_item)
return next_session(intent_name, slots, sessionAttributes)

def GroupAttribintent(intent_request):

intent_name = intent_request['sessionState’]['intent’]['name’]

slots = intent_request['sessionState’]['intent’]['slots’]

sessionAttributes = intent_request['sessionState’]['sessionAttributes’]

ID = sessionAttributes['ID’]

data = DB_get(ID,ID)[“Ttem”]

GroupAttrib_data = DB_get(" 7/ \ 1 X 1H$R " ID)["Ttem”]

#7IW—TIWG

if slots['group’] is None: )

—HEHELTNEYIL—TYRANERIRERIZEM
for i in range(len(GroupAttrib_data[” 4 JL—1) A R"1)):
butto{nlist.append(

“text”:GroupAttrib_data[ " & )L—TY AR T IL—TF4 "],
“value”;i
}
)
buttonlist.append(

“text”:"FEELALY,
“value”:i+1

]

)

title = "7 O RFIEELERTET 5T IL—TE#BIRL TS
message={
“contentType”: “ImageResponseCard”,
“imageResponseCard”: {
“title”: title,
“buttons”; buttonlist

}

messageslist=[]
messageslist.append(message)
return elicit_slot_card('group’, messageslist, intent_name, slots)

#EMEG
elif slots['attribute’] is None:
#1—HEERLTLAEM) RN ERERIZE
for i in range(len(GroupAttrib_datal” @14 A7)
buttonlist.append(

“text”:GroupAttrib_datal” @) AR 10" BIER ],

“value”:i

title = "7V AHIEEHEHRET HEETBRL TFZELY
message={
“contentType”: “ImageResponseCard”,
“imageResponseCard”: {
“title”: title,
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“buttons”: buttonlist

}

messageslist=[]

messageslist.append(message)
sessionAttributes['group’]=slots['group’]['value']['originalValue']

data = TimeStamp_put(data,sessionAttributes['group’])

DB_put(data)

return elicit_slot_sessionAttrib('attribute’, intent_name, slots,sessionAttributes)

HRDIRE~NEBHT D
else:

sessionAttributes['attribute ]=slots['attribute’]['value']['originalValue]
data = TimeStamp_put(data,sessionAttributes[ attribute’])
DB_put(data)

return next_session(intent_name, slots, sessionAttributes)

def Deletelntent(intent_request):
intent_name = intent_request['sessionState']['intent’]['name’]
slots = intent_request['sessionState]['intent’]['slots’]
sessionAttributes = intent_request['sessionState’]['sessionAttributes’]
ID = sessionAttributes['ID’]
data = DB_get(ID,ID)[“Ttem”]
Device_datalist = DB_get("T /N R I&F$R" ID)[“Item”]
App_data = Device_datalist[” 7 1) &) X+ "1[sessionAttributes[” 7 7)) A &S 1]
#a[ 1T B Z#HIkR 9 5 M EI<
if slots['delete’] is None:
buttonlist=[]
for i in range(len(Device datal”" BASEE")):
buttonlist.append(

“text” DeV|ce _data["BASE"10[:45]+"..7,

“value”:i+1
}
)
title = "EDEHXLHIFRT 5 ERLTIZELY
message—{
contentType : ImageResponseCard
|mageResponseCard
“title”: title,

“buttons”: buttonlist

}

messageslist=[]
messageslist.append(message)
return elicit_slot_card('delete’ messageslist, intent_name, slots)

HRDIKE~NEBFR
else:

data = TimeStamp_put(data, slots[ delete’][’ value Tl originalValue]+” 1T B M &4 EIBR")
i = int(slots['delete’][” value "1[” originalValue”])-1
del Device_data["B2AE:E"1[I]
del Device_data[”SREE="1[i]
for i in range(len(Device_dataIist["77°'}%'J7\|~":|)):
if i == sessionAttributes[" 7 TUY A +ES"]:
Device_datalist[" 7 )& AR [ BA S E"]=Device data[ BREE"]
Device_datalist[” 7 7)) &A1 %I "]=Device_data[ " SRIE "]
App_ |tem { \
"Pkey”: T A RIEHR”,
S  key”: ID,
77 £1) Z " Device datalistl” 77 &) R "],
"5 )L—F1) A" Device_datalist[" 7 JL—T1JAR"],
"B A" :Device datalist[" @14 AR"]

DB_put(App_item)
item = {
“P key”: ID,
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”S key”: ID,
“TimeStamp”:data[” TimeStamp”]

DB_put(item)
return next_session(intent_name, slots, sessionAttributes)

def ConditionIntent(intent_request):
intent_name = intent_request[’'sessionState’]['intent’]['name’]
slots = intent_request['sessionState']['intent’]['slots’]
sessionAttributes = intent_request['sessionState’]['sessionAttributes’]
ID = sessionAttributes['ID"]
data = DB_get(ID,ID)[“Ttem”]
Device datalist = DB_get(" T /N1 R1&#R " ID)["Item”]
App_data = DB _get(" 7 T I{EHR" sessionAttributes[ 7 1) ID')[“Item”]
sessionAttributes=create_logical_expression_and(sessionAttributes)

#7 ) & %#EK
if slots['conditionName’] is None:
RERIY
buttonlist= [

{
“text” "BEDKHERET D",
“value”: “IRE"

}

]

#7 BB DEHEEMN

conditionlist=App_datal[” §&#1) A +"]

for i in range(len(conditionlist)):
buttonlist.append(

“text”: condltlonllst[ EHZ"],
“value”: i

)
#7274 )LD EEEE BN
butto{nlist.append(

“text”: "RBDEMERT
value . %nlm

}

buttonlist.append(

“text”: "IEHDEHEERT",
“value”: “BER"

]
)
title = ”1’FEJZEF'0) (XTI "+ sessionAttributes[“cond”] +”] 7] )
subtltle—{ ‘BIRCHE-THENHIEHEETRETH, ﬁﬁ@%#fﬁim?’%ﬁb\ ERL TS
message=
“contentType”: “ImageResponseCard”,
“imageResponseCard”: {
“title”: title,
“subtitle”:subtitle,
“buttons”:buttonlist

”

}

messageslist=[]
messageslist.append(message)
return elicit_slot_card('condition’ messageslist, intent_name, slots)

elif slots['conditionName']['value ][ originalValue']=="iRE "
data = TimeStamp_put(data,” IRTEEDELHTRE")

item = {
“P key”: ID,
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”S key”: ID,
“TimeStamp”:data[” TimeStamp”]

DB_put(item)
i = sessionAttributes[" 7 )R LEE"]

Device_datalist[” 7 7)) & XL 11" i = “].append(create_logical_expression(sessionAttributes))
Device datalist" 7 ) &)X 1I1" BAE EE" ). append(create_condition(sessionAttributes))
App_item = {

"P_key": 1/7—_\\/ “’fx'l‘%%&”’

”S key”: ID,

"P )& X" Device datalist[" 7 1) &AL,
"5 JIL—F1) A" Device_datalist[" 7 JL—F1) AR"],
"B A~":Device_datalist[“ @) A~"]

DB_put(App_item)

del sessionAttributes[”cond”]
else:
sessionAttributes[” conditionName”] = slots['conditionName']['value'][ originalValue']
for i in range(len(App_data)):
if(App_data[” 1) AR &4 “1==sessionAttributes[” conditionName]):
function_data=App_data[” §{4') X +"1[i]
sessionAttributes[” 4 R FR Bl “J=App_data[” & 441) 101" & RLFR B ]
#5380 1 #REK
if (slots['condition1] is None) and (len(function_datal[” 5|£§!) X +"1) > 0):
if(function_data[” 5138 AR“10I[" R "1=="8IED A 1)
message={
“content”: function_data[” 51 A+"10][" & /& "],
| “contentType”: “PlainText”
else:
buttonlist=[]
for i in range(len(function_data[” 5[%k') A +"1[01["E&4RAX"1)):
buttonlist.append(

“text”:function_data[” 5% R 101" FERL "I BAREE"],

“value”:i
}
)
message={
“contentType”: “ImageResponseCard”,
“imageResponseCard”: {

“title”: function_datal” 5% AR"10][" &1,
“buttons”: buttonlist

}
messageslist=[]
messageslist.append(message)
return elicit_slot_card('condition1’ messageslist, intent_name, slots)

#5131 2 @K
elif (slots['condition2’] is None) and (len(function_data[” 5%k X K"1) > 1):
if(function_data[“ 518 AR II[" K" I=="BIED A H"):
message={
“content”: function_data[” 5180") AR"I1][" & & "],
| “contentType”: "PlainText”
else:
buttonlist=[]
for i in range(len(function_data[” 5|%k') A+ 1[11[" &R "D):
butto{nlist.append(

“text” function_data[" 513 AN T BRI BAREEE"],

“value”ii
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message={
“contentType”: “ImageResponseCard”,
“imageResponseCard”: {
“title”: function_datal” 5|&) AR 1" &R "],
“buttons”: buttonlist
}
]
messageslist=[]

messageslist.append(message)
return elicit_slot_card('condition2’ messageslist, intent_name, slots)

#5|%k 3 #REK
elif (slots['condition3’] is None) and (len(function_data[” 51#¢') X k"1) > 2):
if(function_data[ " 513 ) AR 12" R "1=="8IED A 517):
message={
“content”: function_data[” 518!) AR"1[2][" & 8],
| “contentType”: “PlainText”
else:
buttonlist=[]
for i in range(len(function_datal[” 5%k X "1[2][" ZIREX"]):
buttonlist.append(

“text” function data[" 513 ANI2]" BRI BAREEE"

“value”:i
}
)
message= =
contentType : ImageResponseCard

|mageResponseCard

{
“title”: functlon_data[ SRR I2I" &R,
“buttons”: buttonlist

messageslist=[]
messageslist.append(message)
return elicit_slot_card('condition3’ messageslist, intent_name, slots)

else:
if (len(function_data[”5|#¢') X+"1) > 0):
i=slots['group’]['value']['condition1’]

sessionAttributes['condition1_cond’]=function_data[” 51%%') R~ "1[0]["ZEIREX "1l BEARSFE"]
sessionAttributes['condition1_LE']=function_data[” 5|41 A +“1[01[" FEREE "1 HmEX"]

if (len(function_data[”5|%JRKL"]) > 1):
i=slots['group’]['value']['condition2’]
sessionAttributes[’conditionZ_cond’]qunction_data["§|§SI'JXI~"][1][ ?Rﬂi"][]["ﬁ REE"]
sessionAttributes['condition2_LE]=function_datal” 51%&') A +"1[11["5 ?RH"SZ 01 .,HHIET'
if (len(function_data[”5|#¢') AR"]) > 2):
i=slots['group’]['value']['condition1’]
sessionAttributes['condition3_cond’]=function_data[” 51%%') X~ ][2][ BRI BAEE"]
sessionAttributes['condition3_LE]=function_data[” 51%%") A+ 1[2][" # R "I iHIEE X "]
i = sessionAttributes[" 7 71) YARES"]
Device datalist”" 7 7)) &) AR101" ik HE 3 "].append(create logical_expression(sessionAttributes))
Device datalistl” 7 1) &) AR"1II" BAE EE" ] append(create_condition(sessionAttributes))

[

App_| |tem = { o .
"Pkey : "TINA RIER”,
“S key”: ID,

77 £1) Z " Device datalistl” 77 & 1) & "],
"5 )L—F1) ZAR":Device datalist[" 5 JL—T1) A1,
| "B A" :Device datalist[" B4 AR"]

DB_put(App_item)
data = TimeStamp_put(data,slots['condition’]['value']['originalValue'])
DB_put(data)

return next_session(intent_name, slots, sessionAttributes)

# ATURDIL—T4Y
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def dispatch(intent_request):
intent_name = intent_request['sessionState’]['intent’]['name’]

if intent_name == 'Loginintent’:
return LoginIntent(intent_request)
elif intent_name == 'SelectApplntent’:
return SelectApplntent(intent_request)
elif intent_name == 'NextIntent”:
return NextIntent(intent_request)
elif intent_name == 'GroupAttriblntent’:
return GroupAttribIntent(intent_request)
elif intent_name == 'Deletelntent”
return Deletelntent(intent_request)
elif intent_name == 'Conditionlntent’:
return ConditionIntent(intent_request)
else :
raise Exception(Intent with name ' + intent_name + ' not supported’)

def lambda_handler(event, context):

return dispatch(event)




