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Abstract

IoT devices are being actively used to utilize data via networks. IoT devices are used in a variety of applica-
tions, but systems are required to collect data from a large number of devices on unstable networks distributed
over a wide area and to communicate with low latency. For this reason, MQTT, a communication protocol for
the IoT, and edge computing have attracted much attention.

The combination of these two technologies is suitable for realizing data infrastructures in wide-area distributed
environments, and architectures have been proposed that optimize MQTT for use at the edge. In particular,
the MQTT Version 5.0 specification, which was developed in 2019, adds shared subscriptions, in which messages
are distributed processing by multiple subscribers, thereby improving the scalability and availability of data
infrastructure using MQTT. On the other hand, the current subscriber selection method for shared subscrip-
tions is implementation-dependent, and many vendor products and OSS implement only static load balancing
methods. Static load balancing methods cannot deal with changes in subscriber data processing performance
due to the influence of other workloads in an environment with limited available resources, such as the edge,
and as a result, there is a risk of processing delays for the entire workload.

In this study, we propose a method to achieve dynamic load balancing for shared subscriptions by managing
the status of a group of subscribers connected to the broker in real time. The proposed method extends MQTT
control packets to transmit the status of subscriber message processing to the broker at any time. The broker
performs dynamic load balancing based on the number of pending messages at the subscriber.

The evaluation confirmed that the proposed method reduces the overall workload latency by 98% compared

to existing static load balancing methods.
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411 BTRIVFANDERZJTILEA LTIEERREICT 255
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ETIERE RO - DI S5 PINGREQ 2Rk L, EEOEHREZEMWATREICT 22 TH TR T4 N T
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BEFSE 23] T HTTP V7 TR FEZDLV ARV RAZ FL—RAFT B TH—NOREEFDY 7 X MIDE
HZ2IToTWh, MQTT Tld QoS 0 DFEIWRT T AT 54 1\ 6 OMRIGENTFEIE LRV, Ta—ATHT
AT TANDREEFDOR v b —IHEHRT 22N TERY. 207D, REFETIET TR 74 NOREFHD
X v =Y PINGREQ ZE(EMOFEHNEKHE %2 PINGREQ OXRA 00— RN LTI rn—hIET5Z
T, 7RB=ATOHTRAY 54 NOREHURZAIREICT 2. 70— EHT Y TR 74 NDOEREX 3 I1TRT.
TH=HEEVTRAT FANZT K IR THERE JSON JEATEHRT 2. ##EFETEITRI T4 DRy
t— 2 O ENCIEER 5 [0 PINGREQ RS M O UHIEH O FEZ2RMHT 5. 320 ED
WEENZLT2DTHE. 7u—h@3HEYTRI7 VT2 a yTHTRI I 4 GERRHIC, ZhsOEHR» 55
TRIFGANZ LR TOR a7 EEZFEAL, RAa7HORDEWHTRAY 54 N2HEINT 5.
Score = t1 — max((mg + ms)t, — ta)
t1 =1, —ts
to =1t, —t,
2Tty VTR T4 NEIRBBERA, t 3RRICX v =Y 2K EF LR, . 1 3&R%IZ PINGREQ %3215
U72BEZl, my 3R DX v =28, mg & PINGREQ MICEE L7 X v 2=V, t, 3P TRI T4 DXy
=Y OFGNIERETH 5. Fiz, FB1H G IV TR FANCRKZIIR vy —IFEFEL T L OFEERHTH
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E3A 5 [Fl) PINGREQ X/ ORI | [tp1, tpo, tps, tpa, tps)

42 SRTLERE

REFEZ 0SS @ Mochi-MQTT Server[26] & paho.mqtt.java[27] Z W THEE %2 1T 5 72. Mochi-MQTT
Server Ti& PINGREQ TREL 7Y 727 FA NEROEHEEY 727 ) T2 a Y TOHF TR F 4 \ER%E
F28: L, paho.mqtt.java Tl PINGREQ OXA 1 — FIZREHFD A v+ — %y PINGREQ [0 T LB %
RN L CAE T 2 LR SR2E U 7o, AREICIES 0SS TOREFIEDOFLEDFEM L BIfEMEIC O W THIHT 5.

4.2.1 Mochi-MQTT Server ZFIF L 7=5£%

Mochi-MQTT Server (& Go SFETHEE XN MQTT Version5.0 #EHLD MQTT Ju—hTdh3. 77 r—
¥ a VIHAABAIREREGET E R o TEBD, Sv r—I% 4 Y KR— ML TEITREAT 57200 TMQTT 7 v — 4 OfkhE
7TV —2ay RMICEETEZ N TES. Mochi-MQTT Server OFHH Y LT, FFEDA R b FERIZEST
SNBBE 7 v 72 LT, 7u— 7 OWRER FIUTHIRATREIR A XY b 7 v ZHEREN D B, 7 v JATRERA R
F—EEE 4 17T, BLFIETIE OnSessionEstablished, OnDisconnect, OnPacketRead, OnSelectSubscribers
W7y 73 5BBERETZITTIR—ATOYTRY FANOEREH L LAY 7R 7Y T ayTOYVTRY
T A NFEIRZEH L /-
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ARV M4 ARV FOFRERA IV

OnStarted TR—AEFICEH L &

OnStopped TRH—IDEFITKRT L

OnConnectAuthenticate | 774 7> NMEH TRAFT 5 & &

OnACLCheck FEYZIZRAyE=IDBRT )y adhit &

OnSysInfoTick $SYS 2Bt 2 Py 72TV yradfzr &

OnConnect LW o4 7Y MRS 5L &

OnSessionEstablish MLWwWr 747> b2 L, CONNACK %3R3 EH]

OnSessionEstablished HLWI 547 0L, By a L a3t &

OnDisconnect 2547 AL OMETYR ANz

OnAuthPacket Auth %7y P EeRELE =

OnPacketRead fl# Ay P EZELIE &

OnPacketEncode fl#E v b TYa—REINT T4 7 ¥ MTEFINSER

OnPacketSent HlE > FREEEINT L &

OnPacketProcessed HfEAT Yy P EZELT7e - CTEFIMEINZ X

OnSubscribe SUBSCRIBE %7 v b 2%Z{EL1 L &

OnSubscribed IIAT VIOV TRIFATBIEFIIET Lz &

OnSelectSubscribers MY TDBTRAIZFANEBNEL, HEVTRIZV T a DV TRT T A NN
FIRX NS A

OnUnsubscribe UNSUBSCRIBE 87 v F2ZE L7z &

OnUnsubscribed IIAT Y IYDT Y TR S A THIEFEICTHET L &

OnPublish PUBLISH 7 v s 2% L7zt &

OnPublished Y TR 54N PUBLISH %% v b DEEDTET Lz =

OnPublishDropped BT RZ27 54 AND PUBLISH /% v F DREERKM LT =

OnRetainMessage PUBLISH »8% v k%3 Retain &z & &

OnRetainPublished Retain X7z PUBLISH %% v b DEEDET Lz &

OnQosPublish QoS 1 M L@ PUBLISH %7 v b3 H T AT T4 NICEEEINI- e &

OnQosComplete QoS D7 —=MET LIzt %

OnQosDropped QoS ® 7 v —M5E T ¥ 3H1IC PUBLISH 87 v M DS N- L &

OnPacketIDExhausted | »$% v FAIFICEI DY T2 ID KB Lz & &

OnWill T4 7Y IBUER, Wil X v —I 2R EINE L &

OnWillSent Y TRATFZANND Wil X v =Y DREENET Lz &

OnClientExpired tyya YOHRMIUINAIRENZ L =

OnRetainedExpired Retain &7z PUBLISH »87 v b ORI HIRE NS & &

OnSessionEstablished 127 v 7 L7 D 71 —F ¥ — + 2K 34 1277 F. OnSessionEstablished (&2 74 7 >

FeDty Y a VHENIRHICRET 2ARY P THL. ZOBBTIEZ FA4 7Y Pl FEF— LTy & 2 iEic
P TR 7 ANOEREVFLL THENT 2. TR 74 ANMEROBEEL LT mg, ms, t, 12012, ¢t 2R
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( OnDisconnect )
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422 paho.mqgtt.java ZFIFA L=

paho.mqtt.java 1& Java SFECTHEE XNz MQTT Version5.0 #HLD MQTT 254 7> v ThHhb. T Vv ¥
CYTRITGANET TV r—2 a VIZEERRETH D, XAy b—NEBICNEY2 70y 73 5RHZ 472 b
SR Ta Yy 7 LRWIEFREAZ 54 7 > F 2L TW 5. paho.mgtt.java Tl PINGREQ % %53 5 L% i
F4b L7z MqttPingSender 254 ¥ &% —7 = — A& L TIREXNTWB. AWFFLTIE MgttPingSender 2525 L, {£E
DRA B— REMHL 7= PINGREQ %3&ERRERHIHR 2 7 R ExtendedPingSender #5%L7- (Y —2a—F 1).
ExtendedPingSender OEMEIZDOWTEIHT 5. £, start XY v FTHEZ 7 2D PingTask O 1 [FH OEEE)H
RAT—THREIND. XA~ —DRBFFENIIERRD KeepAlive DIEPFIH XN 223, ML LEZHRET S
Zr BAARICR o TW3. PingTask TlX PINGREQ DA E 4, AHERD comms.checkForActivity T PINGREQ
DIE(E ¥ schedule X Y v FIZ X 2 RXROEFHHRENTHILS. PINGREQ OISR X Y v ¥ createPingreq {2
ko TfTbN 3728, ExtendedPingSender %7k L T createPingreq &4 —"—5 4 F 3§23 Z & THEENMEED
PINGREQ 2K T2 Z L S TE 3.
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Y —Za—F 1 ExtendedPingSender

package org.eclipse.paho.mgttv5.client;

import
import
import
import
import

import
import
import
import
import

import

public

org.
org.
org.
org.
org.

java.
java.
java.
java.
java.

eclipse.paho
eclipse.paho
eclipse.paho
eclipse.paho
eclipse.paho

util.
util.
util.
util.
util.

.mgttvb.
.mgttvb.
.mgttvb.
.mgttvb.
.mgttvb.
Timer;
TimerTask;
concurrent
concurrent
concurrent

client.
client.
client.

common
common

static java.lang.Math.min;

internal.ClientComms;
logging.Logger;
logging.LoggerFactory;

.MgttException;
.packet .MgttPingReq;

.ScheduledExecutorService;
.ScheduledFuture;
.TimeUnit;

abstract class ExtendedPingSender implements MgttPingSender {

private static final String CLASS_NAME
protected Logger log = LoggerFactory.getLogger (LoggerFactory.MQTT_ CLIENT_MSG_CAT,

CLASS_NAME) ;

protected ClientComms comms;

private
private
private
private

private

@Over

ride

Timer timer;
ScheduledExecutorService executorService = null;
ScheduledFuture<?> scheduledFuture;
String clientid;

long pingIntervalMilliSeconds

public void init (ClientComms comms)
final String methodName =

@Oover

if (comms == null)

}

this.

throw new IllegalArgumentException("ClientComms,_cannot_be _null.");

comms

clientid =

ride

comms ;

{

"init";

ExtendedPingSender.class.getName () ;

_1;

comms.getClient () .getClientId();
log.setResourceName (clientid);

public void start () {
final String methodName =

@Over

"start";

//@Trace 659=start timer for client:{0}

log.fine (CLASS_NAME,

long delay

ride

timer

public void stop ()

methodName,

"659", new Object[]{clientid});

getDelay (comms.getKeepAlive ());
if (executorService == null) {
= new Timer ("MQTT_Ping:_" + clientid);
timer.schedule (new PingTask(),
} else {
schedule (delay) ;

{
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final String methodName = "stop";

//@Trace 661=stop
log.info (CLASS_NAME, methodName, "661", null);
if (executorService == null) {
if (timer !'= null) {
timer.cancel () ;
}
} else {
if (scheduledFuture != null) {
scheduledFuture.cancel (true) ;

@Override
public void schedule (long delayInMilliseconds) {
long delay = getDelay(delayInMilliseconds);

if (executorService == null) {
timer.schedule (new PingTask (), delay);
} else {

scheduledFuture = executorService.schedule (new PingRunnable (), delay,

TimeUnit .MILLISECONDS) ;

private class PingTask extends TimerTask {
private static final String methodName = "PingTask.run";

@Override
public void run () {
Thread.currentThread () .setName ("MQTT_Ping: " + clientid);
//@Trace 660=Check schedule at {0}
log.info (CLASS_NAME, methodName, "660", new Object[] {Long.valueOf (
System.nanoTime()) });

// Create PINGREQ before checkForActibity
MgttPingReq pingReq = createPingreqg();
comms . updatePingCommand (pingReq); // update pingCommand of ClientState

comms .checkForActivity () ;

private class PingRunnable implements Runnable {
private static final String methodName = "PingTask.run";

public void run() {
String originalThreadName = Thread.currentThread() .getName () ;
Thread.currentThread() .setName ("MQTT _Ping:_" + clientid);
//@Trace 660=Check schedule at {0}
log.fine (CLASS_NAME, methodName, "660", new Object[] {Long.valueOf (
System.nanoTime ()) });

// Create PINGREQ before checkForActibity
MgttPingReq pingReq = createPingreq() ;
comms .updatePingCommand (pingReq); // update pingCommand of ClientState

comms .checkForActivity () ;
Thread.currentThread () .setName (originalThreadName) ;
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public void setPingIntervalMilliSeconds (int pingIntervalMilliSeconds) {
this.pingIntervalMilliSeconds = pingIntervalMilliSeconds;

private long getDelay(long delayInMilliseconds) {
if (pingIntervalMilliSeconds == -1) return delayInMilliseconds;
return min (pingIntervalMilliSeconds, delayInMilliseconds);

abstract protected MgttPingReqg createPingreq();

REFEOEBICWE I AT Y MO F 2 —D R v —I e X vt — I OFHUHEERM ZEH L 72 PIN-
GREQ %43 % StatusPingSender 5% L7z (Y — 22— F 2). StatusPingSender Tl X v & — JILEEHIC
updateProcessingTimePerMsg ZMUOH L, X vt — 0L +— XLV ONHRIRHZE#H 3 5. createPingreq X
Yy KRB ENE E, WELZX v —I8 e b —ZOVLERE D 55158 U 72 LR » SRR o X v & —
P JSON JER TR A v — R I iz PINGREQ 24 F 5. PINGREQ fERBRIFME L7z X v & — I8
b — 2L QNIRRT 2 e 3 5.

Y —2ZXa—1F 2 StatusPingSender

package org.eclipse.paho.sample.mgttvbapp.pingsender;

import com.fasterxml.jackson.core.JsonProcessingException;
import org.eclipse.paho.mgttvb.client.ExtendedPingSender;
import org.eclipse.paho.mgttv5.client .MgttPingSender;

import org.eclipse.paho.mgttv5.common.packet.MgttPingReq;

import com.fasterxml.jackson.annotation.JsonProperty;
import com.fasterxml. jackson.databind.ObjectMapper;

public class StatusPingSender extends ExtendedPingSender {
private static final String CLASS_NAME = StatusPingSender.class.getName () ;

private int messageCount;
private double totalProcessingTime;

private ObjectMapper mapper;

public StatusPingSender () {
messageCount = 0;
totalProcessingTime = 0;
mapper = new ObjectMapper () ;

public void updateProcessingTimePerMsg (double processingTime) {
final String methodName = "updateProcessingTimePerMsg";

messageCount++;
totalProcessingTime += processingTime;

@Override
protected MgttPingReq createPingreqg() {
final String methodName = "cratePingreq";

Payload payload;
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if (messageCount == 0) {
payload = new Payload (comms.getNumberOfMsgsUnprocessed(), 0);
} else {
payload = new Payload (comms.getNumberOfMsgsUnprocessed(),
totalProcessingTime/messageCount) ;
}
MgttPingReq pingReqg;
try {
String JjsonPayload = mapper.writeValueAsString(payload);
pingReq = new MgttPingReq(jsonPayload.getBytes());
log.info (CLASS_NAME, methodName, "Create PINGREQ, payload:_{0}.", new
Object[]{JjsonPayload}) ;
} catch (JsonProcessingException e) {
throw new RuntimeException (e);
}
messageCount = 0;
totalProcessingTime = 0;
return pingReq;

class Payload {
@JsonProperty ("numberOfMsgsInQueue")
public int numberOfMsgsInQueue;

@JsonProperty ("processingTimerPerMsg")
public double processingTimerPerMsg;

public Payload (int numberOfMsgsInQueue, double processingTimerPerMsg) {
this.numberOfMsgsInQueue = numberOfMsgsInQueue;
this.processingTimerPerMsg = processingTimerPerMsg;

43 EEBIE

FEE U SRR TR0 EME 2 LI NIRRT,
BITRIS14N

1. 7o — %k, PINGREQ 0(ERE% CONNECT 0 KeepAlive T 70 —#I2f5ET 2 (1938 (D).

2. 7m—7» 5 PUBLISH %/, PINGREQ AEHOFHUHEMZEH T2 (K38 §)).

3. ki & KeepAlive TIEE L =R E T % £, PINGREQ ORA o — RiZ MEEHFDOA vt -8 &
IPINGREQ #(EE O 21X 39 127~ JSON JEROXFHITHM L TEET 2 (K38 (7).

4. PINGREQ %{%, PINGREQ Mo FERfzw#it3 2 (X 38 ®)

JOo—h

1. 7227 74 N, CONNECT ORA 0—RIZEENE 7747 Y Ml 72 F— LTy o 2/l
T 747> MER my,ms,t, & 0T, tt, ZERREATIET 2 (K38 @2).

2. X7V v ¥y PUBLISH ZER, ~vFLEHEEY 7RIV T2 a Oy ZIZZET 27V —THD
PTRIFANDRAATEEFHEL, HORATESEOY TRZ 74 "%2ERT2 (K38 Q). ¥ 7275
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