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Improvement of Detection Performance in DWT-Based Image
Watermarking under Specified False Positive Probability
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SUMMARY  For copyright protection, a watermark signal is embedded
in host images with a secret key, and a correlation is applied to judge the
presence of watermark signal in the watermark detection. This paper treats
a discrete wavelet transform (DWT)-based image watermarking method
under specified false positive probability. We propose a new watermark-
ing method to improve the detection performance by using not only posi-
tive correlation but also negative correlation. Also we present a statistical
analysis for the detection performance with taking into account the false
positive probability and prove the effectiveness of the proposed method.
By using some experimental results, we verify the statistical analysis and
show this method serves to improve the robustness against some attacks.
key words: image watermarking, discrete wavelet transform (DWT), false
positive probability, analysis of detection performance

1. Introduction

As the Internet has spread rapidly, the illegal copy and distri-
bution of digital contents without the allowance of the copy-
right owner would be increased more and more. A digital
watermarking has been studied for a copyright protection
of digital contents [1]-[3]. It can be achieved that a water-
mark signal is embedded into the digital contents by using
a secret key. After that, the copyright owner can detect the
watermark signal by using the secret key in the case of the
assertion of the copyright.

The watermark in the digital contents should be robust
against common image processing or attacks such as JPEG
compression, scaling down, noise addition and cropping.
The correlation-based watermark is known as robust method
against above image processing or attacks. In this method,
the watermark signal is detected based on the correlation be-
tween the watermarked coefficients and watermark signal.
Cox et al. have proposed a watermarking method in which
the pseudo-random number sequence is embedded into the
DCT coefficients as a watermark signal, and the watermark
signal is detected based on the correlation [4]. Also, Piva et
al. have shown the DCT-based watermarking method whose
advantage is that the host (uncorrupted original) image is not
needed in the detection process [5].

Barni et al. [11] have proposed the DWT-based image
watermarking method in which the watermark signal is de-
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tected based on the false positive probability which can be
calculated by the watermarked DWT coefficients. Though
there are many other methods for the DWT-based image
watermarking have proposed [6]-[10], the study [11] is es-
pecially significant and important because consideration of
the false positive rate is useful for judgment of watermark
presence. The purpose of this work is to develop a new wa-
termarking method under specified false positive probability
and we call the work studied by Barni et al. the conventional
method.

For explanation of the conventional method, let the
correlation between the watermarked DWT coeflicients and
watermark signal be p. Then it can be expressed as

P = Pxy t Puw

where p,, is the correlation between the DWT coeflicients of
host image and watermark signal, and p,, is the watermark
element. p,, obeys a zero-mean Gaussian distribution. If
Pxy 18 a negative value, the robustness of the watermark may
be decreased. That is, the detection performance is depend
on the sign of py,.

The proposed watermarking method is independent of
the sign of p,,. In the proposed watermarking method, if
Pxy < 0, the watermark signal is embedded in negative di-
rections and the absolute correlation is applied in the wa-
termark detection. In this case, the threshold should be
changed for the same false positive probability, so we show
the statistical analysis for the detection performance based
on the new threshold and prove the proposed method is sta-
tistically more effective than the conventional method.

Finally, we show the experimental results and verify
the statistical analysis. Additionally, we show that this
method serves to improve the robustness against JPEG com-
pression, and scaling down and Gaussian noise addition.

2. Conventional Method
2.1 Embedding

As preparatory to the explanation of the proposed method,
let us summarize the conventional method proposed in [11].

Consider a host image I whose size is 2M X 2N. De-
compose I by the DWT, and the embedded area is the sub-
bands Yg(i, N, Yé(i, j) and Yg(i, Jj) as shown in Fig. 1. The
watermark signal is embedded as

Copyright © 2011 The Institute of Electronics, Information and Communication Engineers
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Fig.1 Embedded area on the DWT domain.

Y06, j) = YU, j) + auw’ G, pA°G, ) e))

where w’(i, j) is the weighting function and a is the scal-
ing parameter. The watermark signal x’(i, j) is consist of
a binary pseudorandom sequence {+1,—1}. After the wa-
termark signal is embedded in Yg (i, j), we can obtain the
watermarked images by the inverse DWT (IDWT).

2.2 Detection
We show the detection process of the watermarking method.

First, transform the watermarked image to the embedding
domain by DWT. Calculate the correlation p defined as
M-

1 2
P = Taw 2

6=0 i

—_

N—
Yo, )x'd, j). 2)
0

—_

~

Let the threshold be T, then if
p>T,, €)]

it is judged that the watermark signal is present in the digital
image. T, is decided by the false positive probability.
Here the probability density function of p is given by

1 0
prip) = Voo exp( - 27_/%) @
where o-ﬁ is the variance of p which can be expressed as
) 1 2 M-1N-1 o
70~ GMNY ; == EI G D, 5)

Since E[*] represents an expected value, in practice, o, can
be calculated as

1 2
2 o
= GMN)? 2

The probability for p > T, can be expressed as

{¥5a, 1> (6)
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Fig.2  False positive probability of the one-sided correlation.

Prp=2T,) = f pr(p)dp. (7

P

This indicates the probability of the false positive as shown
in Fig. 2. So we write Py instead of P¢(p > T,), and we call
P the false positive probability. We can calculate the T, by
setting Pr. For example, when P, = 1078, it is calculated as

T, = 3.9683 V20, ®)

2.3 Analysis of Correlation

Assume the key in (2) is the same as the one in the embed-
ding process, we have

(Y0, DX, j) + aw’, ). (9)

This can be rewritten as

P =Pxy + Pu (10)

where p,, is the correlation of Y{(i, j) and x’(i, j) defined as

1
P = 5 D D D, Yol A ) (11)

DG, j). (12)

Because Yg (i, j) and X3, J)is uncorrelated, o, is much
smaller than p,, in (10), and p,, is statistically regarded as 0.
Thus, it is obvious that

Puw > Py =0 (13)

So if p,, (the watermark strength) is large enough, (3) can be
satisfied.

Since p,, obeys a zero-mean Gaussian distribution, the
amplitude of the correlation p is depend on p,,. That is, the
detection performance also depends on the sign of py,, or
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the combination of secret key and host image. Especially, if
the variance of p,, is large, the detection performance vary
greatly. In that case, p,, has the potential to become a large
negative and the detection performance may degrade seri-
ously.

3. Proposed Method
3.1 Embedding

We propose a new watermarking method in which the de-
tection performance is not degraded when p,,, < 0.

First, we show an embedding algorithm. Before em-
bedding the watermark signal, decompose the host image by
the DWT, and calculate p,, using Y§(i, j) and x’(i, j) based
on (11). After calculating p,,, the watermark signal is em-
bedded according to p,, as

i Yo, j) + aw’i, X°G, ), pay >0
YO(i’ ]) = {
Y§G, j) — aw’G, DX°G, j), pay <O.
(14)

That is, we decide the direction of watermark signal based
on the sign of p,,.

3.2 Detection

The detection rule of watermark should be also changed. It
is judged that the watermark signal is present in the image if

p < —T|p‘ or p> T|p‘ (15)

where T|, is a new threshold defined as shown in Fig. 3. (15)
is equivalent to

If the keys using embedding process and detection pro-
cess (or x’(i, j) in (14) and (2)) are the same, we have

Pxy + Pws Pxy >0
. a”

Pxy — Pws Py <0

by substituting (14) into (2).
It follows from (17) that the absolute correlation can
expressed as

lol = loxy| + pw- (18)

From (18), we can see that the amplitude of |p| does not
depended on the sign of p,,. Thus, the watermark signal is
detected based on (16) by calculating

1 2 M-1N-1
_ S0 i 9 )l 1
0= S 2 2y 2, T804 i) (19)

Next, we show the decision of the new threshold T
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Fig.3  False positive probability of the dual-sided correlation.

when using the new detection rule. The probability density
function of p is given by (4). Hence it follows from Fig.3
that the false positive probability is

Pip < =Ty, p2Ty)
=T 00
= [ oo+ [ piiorae

00 T

=2 prtontp. (20)

Ty

From (20), the new threshold 7}, can be calculated by giving
the false positive probability Py. For example, if Py is given
as 1078, it can be calculated as

Ty = 4.0522 V20, 1)
From Figs. 2 and 3, it is obvious that
T|p‘ > T, s (22)

under the same false positive probability.
Here, let the increment of correlation be Ap defined as

Ap =lpl = p. (23)
Then we have
0, Pxy > 0, (Probability is 0.5)
Ap = (24)
2loxyls  pwy <0, (Probability is 0.5).

Ap takes two values as (24) with same probability (0.5).
When p,, > 0, (22) and (24) imply that the detection perfor-
mance of the proposed method is approximately the same
(slightly degraded) because there is not much difference be-
tween T}, and T,,. On the other hand, when p,, < 0, the
detection performance of the proposed method is improved
if

Ap = 2':0’“/' > T‘p| - Tp. (25)

The sign of p,, is positive or negative with the same
probability (0.5), so we show the effectiveness of the pro-
posed method by statistical analysis in the next section.



664

4. Statistical Analysis for the Detection Performance

From (24), we can see that Ap is a stochastic variable. So
let us analyze the detection performance based on statis-
tics, and compare the proposed method with conventional
method [11] under the same false positive probability.

First, let the variance of p,, be (rﬁy and the variance of
the watermark signal be o2 as

2 1 Or: N2
= Yo, 26
T = GHNE GZO; FO{ Hew)) (26)
1 2 M-1N-1
2 6,0 =12
2= faw’ i, ), 27)
(GMNY HZ=(; i=0 j=0

respectively. According to the property of variance, o-% can
be

a’ﬁ = 0')2(_,/ +0? (28)

where o2 is expressed by (6).

Substituting (10) and (18) into (23), we have

A,D = |ny| ~ Pxy- (29)

According to (24), Ap is decided based on the sign of p,.
Since py, obeys a Gaussian distribution with zero mean, we
consider the statistical value E[Ap] as

E[AP] = E[|ny|] - E[pxy]- (30)

The expected value of p,, is calculated as

00 2

1 f Je
L o=
2n0 gy J-o za—)zcy
=0. (31

E[ny] =

Whereas, the expected value of |py,| is

2

1 00
Elloxll = Voo f(; 2p exp( - ;7)51/0
Xy

xy
: 20y, (32)
Var'
From (31) and (32), we have
20y,
E[Ap] = Elloyll = —. (33)

V2r

In order to compare with E[Ap], let us consider the in-
crement of threshold defined as

ATy = Ty = T). (34
Then, considering (8), (21) and (34), we have

AT, = \2yo, (35)
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Table1  Relationship between the parameters Py, v, T, and Tp).

Py Y Tp Tipy

1078 | 0.0839 | 3.9683 V20, | 4.0522V20,
107 | 0.0901 | 3.6765V20, | 3.7666 V20,
1076 | 0.0977 | 3.3612V20, | 3.4589 V20,
107 | 0.1077 | 3.0157 V20, | 3.1234V20,
107 | 0.1213 | 2.6297 V207, | 2.7510V20,
102 | 0.1417 | 2.1851 V20, | 2.3268 V20,
1072 | 0.1764 | 1.6450V20, | 1.8214V20,
107! | 02569 | 0.9062V20, | 1.1631V20,

where y is the parameter calculated by the false positive
probability. For example, when the false positive probability
is 1078, it follows from (8) and (21) that

y =~ 4.0522 — 3.9783
= 0.0839. (36)

Table 1 shows the relationship between the parameters vy, T,
and T}, in the case from Py = 1078 to Py = 107". From
Table 1, we can see that the difference of threshold expands
as the false positive probability rises.

Next, for discussion of superiority of the proposed
method, define the difference between E[|p,,|] and AT, as

0 = E[Ap] — AT, 37

o0 indicates a performance index and is very important pa-
rameter in this paper. If 6 > 0, the increment of correlation is
statistically larger than that of threshold and it is concluded
that the use of the absolute correlation is more effective than
the case of using just the positive correlation (conventional
method) for the watermark detection.

Here, let us consider and analyze the sign of 6. Substi-
tuting (33) and (35) into (37) yields

20y,

V2r
Consequently, 6 becomes small as y (Py) or o, takes the
large value.

Let us consider a practical upper bound for the false
positive probability and o2 in the watermark application.
Taking into account the image quality, it is appropriate that
the element of watermark signal is always smaller than that
of the DWT coefficients of the host image. So it is clear that
the relationship

0

Y203, + 207, (38)

oy > o (39
is hold. In the case when (39) is not satisfied, the image
quality should be considerably degraded. It follows from
(39) that (38) is

5> 2T _ 2y0 . (40)
V2r

Next, let us consider the upper bound of y. Usually it
is desirable that the false positive probability is as small as
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possible. However, as we can see from Table 1, if you set the
false positive probability is too small, the threshold raises
and it leads to the increase of false negative. The purpose
of this work is to estimate the lower bound of 5, we just
consider the upper bound of the false positive probability.
The false positive probability is decided by user, however, it
is practically enough that the upper bound of the probability
is 107!, that is

Py <107 (41)
For example, in [11], the threshold is calculated by setting
the false positive probability to be 1078, Also, the detec-
tion results with 1000 different pseudo random number se-
quences are shown in [6] and it implies that the false positive
probability is smaller than 1073, From above facts, we think
(41) is an appropriate condition in the watermark detection.

According to the case of the false positive probability
107! in Table 1, we have

v < 0.2569. (42)
From (40) and (42), we have

6> 0.28410y, > 0. (43)

(a) Bridge

Fig.4  Host images.

665

Based on the above analysis and result (43), it can be con-
cluded that

E[Ap] > AT, (44)

is valid under two conditions (39) and (41).

This implies that the threshold of the proposed method
raises and therefore the detection performance is degraded
when p,, > 0, however, the detection performance is dra-
matically improved when p,, < 0. By verifying the ef-
fectiveness of these detection methods statistically, we con-
clude that the proposed method is superior to the conven-
tional method [11] under the same false positive probability.

5. Experimental Results
5.1 Statistical Evaluation

Let us use two host images Bridge and Mandrill (Fig. 4)
whose sizes are both M = N = 512. w(i, j) are decided
based on the human visual system (HVS) [12] as well as
[11], where a is calculated with PSNR = 30[dB] and
PSNR = 50[dB] according to Appendix. Figures 5 and 6
show the watermarked images Bridge and Mandrill by us-
ing the proposed method in the case of PSNR = 30 [dB] and

(b) Mandrill
Fig.5 Watermarked images (PSNR = 30 dB).
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Table 2  Calculation results of oy, E[|ox,|] and the experimental results
of expected value of |o|.
| 10000
(i)
Image a2, Elloxyl] 10000 ; oy
Bridge 0.001193 | 0.0276 0.0277
Mandrill | 0.002005 | 0.0360 0.0357
Table3  Calculation results of o2 and o-%.
Image | PSNR ol o2
Bridge 50 4.4098 x 107% | 0.001197
30 4.4098 x 107* | 0.001638
Mandrill 50 | 4.4098 x 107 | 0.002009
30 44098 x 107* | 0.002452

Table4  Calculation results of thresholds, its increment AT}, and .
(a) PSNR = 30dB

Image Py T, Ty AT, 3
1078 | 0.2271 | 0.2319 | 0.0048 | 0.0228
1077 | 0.2104 | 0.2156 | 0.0052 | 0.0224
107% | 0.1924 | 0.1980 | 0.0056 | 0.0220
Bridge 1075 | 0.1726 | 0.1788 | 0.0062 | 0.0214
1074 | 0.1505 | 0.1575 | 0.0069 | 0.0207
1073 | 0.1251 | 0.1332 | 0.0081 | 0.0195
1072 | 0.0942 | 0.1043 | 0.0101 | 0.0175
101 | 0.0519 | 0.0666 | 0.0147 | 0.0129
108 | 0.2779 | 0.2838 | 0.0059 | 0.0301
1077 | 0.2575 | 0.2638 | 0.2638 | 0.0297
107 | 0.2354 | 0.2422 | 0.0068 | 0.0292
Mandrill | 1075 | 0.2112 | 0.2187 | 0.0075 | 0.0285
1074 | 0.1842 | 0.1926 | 0.0085 | 0.0275
1073 | 0.1530 | 0.1629 | 0.0099 | 0.0261
1072 | 0.1152 | 0.1276 | 0.0124 | 0.0236
1071 | 0.0635 | 0.0815 | 0.0180 | 0.0180

(b) PSNR = 50dB

Image Py T, Tiy AT, 3
1078 | 0.1941 | 0.1983 | 0.0041 | 0.0235
1077 | 0.1799 | 0.1843 | 0.0044 | 0.0232
1076 | 0.1645 | 0.1692 | 0.0048 | 0.0228
Bridge 107 | 0.1476 | 0.1528 | 0.0053 | 0.0223
1074 | 0.1287 | 0.1346 | 0.0059 | 0.0217
1073 | 0.1069 | 0.1138 | 0.0069 | 0.0207
1072 | 0.0805 | 0.0891 | 0.0086 | 0.0190
1071 | 0.0443 | 0.0569 | 0.0126 | 0.0150
1078 | 0.2515 | 0.2569 | 0.0053 | 0.0307
1077 | 0.2330 | 0.2388 | 0.0057 | 0.0303
107% | 0.2131 | 0.2193 | 0.0062 | 0.0298
Mandrill | 107> | 0.1912 | 0.1980 | 0.0068 | 0.0292
107 | 0.1667 | 0.1744 | 0.0077 | 0.0283
1073 | 0.1385 | 0.1475 | 0.0090 | 0.0270
1072 | 0.1043 | 0.1155 | 0.0112 | 0.0248
1071 | 0.0574 | 0.0737 | 0.0163 | 0.0197
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(b) Mandrill

Fig.6  Watermarked images (PSNR = 50 dB).

PSNR = 50[dB]. Generally, it is considered that the lower
bound of PSNR is approximately 40 [dB] from the image
quality point of view. However, since the embedding algo-
rithm is based on the HVS, we set the lower bound of PSNR
is 30 [dB] in this paper.

As mentioned in the foregoing section, p,, is decided
by the combination of the watermark signal (secret key) and
host image, that is, the detection performance is depend on
Pxy- Since py, obeys the Gaussian distribution N(0, o), the
statistical analysis is needed to compare the effectiveness of
two methods.

First, we transform the host images into the DWT do-
main and calculate o, and E[|py,|] which is obtained by
(33). Table 2 shows the calculation results of o, E[|o,,]
and the experimental results of expected value of |p,,| which
is calculated as

10000
()
5000 Z: o) (45)

where the 10000 correlations pily),l)gczy) o -pEByOOOO) are calcu-

lated by the 10000 different watermark signals. We can see
that E[|o,,|] are approximately consistent with the experi-
mental results of expected value of |p,,|, that is, (33) is con-
firmed experimentally.
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Fig.7  1/2 scale image of Bridge.

Fig.8 Noised image of Bridge.

Table 3 shows the calculation results of o, and o, in
the case of PSNR = 30[dB] and PSNR = 50[dB]. Also,
Table 4 shows the threshold values, the increment value of
the threshold and the performance index ¢ where T, and T},
are both calculated with Py = 1078-10"!. From Tables 2
and 3, we can see that (39) is satisfied even when the quality
of watermarked images are PSNR = 30 dB.

From Table 4, we can see

0>0

and it is confirmed that the proposed method statistically
outperforms the conventional method under the conditions:

Py<10™! (46)
and
PSNR > 30[dB]. 47)

From Tables 2 and 3, (39) is satisfied when (47) is hold.
Hence the statistical analysis is verified by the experimental
results.

5.2 Robustness against Some Attacks

Let us consider the robustness after attacking. We use
two watermarked images as shown in Fig. 6 with PSNR =
50[dB] and set Py = 1078 assuming an ordinary situation.
As discussed before, when the variance of p,, is large and
Pxy 18 large negative, p is smaller and the robustness of the
watermark also decreases. In such a situation, we think the
proposed method is especially effective. So we treat here the
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Fig.9 Cropped image of Bridge.

Q
_02 . . . . . . . . .
100 9 80 70 60 50 40 30 20 10
JPEG Quality
(a) Bridge
Q

L L L L

02 . . L L L
100 90 80 70 60 50 40 30 20 10

JPEG Quality
(b) Mandrill

Fig.10  Comparison of robustness against JPEG compression.

case when p,, is large negative.

Figures 10 and 11 show the watermark robustnesses
against JPEG compression and scaling down (see Fig.7),
respectively. Since JPEG compression and scaling down
are same kind attacking in that just high frequency elements
are deleted, and most information of p, can be retained.
Against such a low-pass filtering attacks, we think that the
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(b) Mandrill

Fig.11  Comparison of robustness against scaling down.

detection performance of the proposed method can be im-
proved and it can be confirmed from Figs. 10 and 11.

Figure 12 show the watermark robustnesses against
Gaussian noise addition (see Fig. 8) where the p and |p| are
the average of 30 results. After Gaussian noise addition, Ap
is expressed as

M-1N-1

2
Ap = 2|pyyl — ﬁzz

0=0 i=0 j

=

G, UG, ) (48)

Il
(=]

where UY(i, j) are a noise elements in the DWT domain. The
second term of (48) is statistically zero, so Ap is almost con-
stant if we use the average of some results. Also, the vari-
ance is

O'ﬁ = 0'5 + 0'5) + 0'%] 49)
where 0'%] indicates the variance of Gaussian noise in the
DWT domain. That is, the variances become larger and it
follows that the thresholds are also larger. From Fig. 12, we
can verify the above conjecture.

Finally, Fig.13 show the watermark robustnesses
against cropping (see Fig.9) in the watermark detection by
using the proposed method and conventional method. When
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(b) Mandrill

Fig.12  Comparison of robustness against Gaussian noise addition.

the cropped size is small, there is no discernible difference in
both methods because not only the high frequency elements
but also low frequency elements of p,, are lost by cropping
attacking.

On the other hand, if p,, > 0, the difference of thresh-
old values is corresponding to the detection performance
because the correlations p and |p| are exactly same. From
Figs. 10-13, we can see that the difference of threshold val-
ues is very slight, so we think the detection performance of
the two methods are almost same when p,, > 0.

From simulation results, we can see that the proposed
method is particularly useful against low-pass filtering at-
tacks (JPEG compression attack, scaling down) and Gaus-
sian noise addition. Also we confirm the proposed method
is much useful to improve the watermark robustness when
the variance of correlation is large and py, is large negative.

6. Conclusion

We have proposed the DWT-Based Image watermarking
method under specified false positive probability. We com-
pare the detection performance of proposed method and
conventional method [11] with same false positive proba-
bility, and show the proposed method is statistically more
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(b) Mandrill

Fig.13  Comparison of robustness against cropping.

effective than the conventional method. From simulation re-
sults, we verify the statistical analysis, and show the pro-
posed method is more robust than the conventional method
against JPEG compression, scaling down and Gaussian
noise addition attacks.
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Appendix: Calculation of @ under Specified PSNR

PSNR is defined as
2M—-12N-1
A2
i=0  j=0
1
lgGi, ) — gG, HY

PSNR = 101og;( 5-— (A-1)

12

i=0 j=0

where g(i, j) is the luminance of original image, §(i, j) is
the luminance of watermarked image and A is a dynamic
range. Here consider the watermarked elements in the DWT
domain with @ = 1 as

Ey(, j) = w(i, j)x(, j). (A-2)

Let the IDWT of (A-2) be W(i, j), then (A- 1) can be rewrit-
ten as

2M—12N-1
DI
PSNR =~ 101 0 A-3
= W80 Ty Tova (A-3)
o (W, py
i=0 j=0
Hence «a is obtained as
o 2M1 2N 1/2
100 Z Z A2
=0 j=0
a = (A-4)
2M—12N-1
IR

by giving specified PSNR.
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